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Electric grids have always been vulnerable to natural hazards and malicious physical attacks. Now the U.S.
faces a new risk—cyberattacks—that could threaten public safety and greatly disrupt daily life.

Utility executives and other experts argue persuasively that U.S. grids, especially long-distance grids, are
currently well secured. Yet the key issue is not today’s security but tomorrow’s. Here the risks are growing
rapidly. The push for “greener” and “smarter” grids requires far greater grid-Internet connectivity to ensure
the continuous delivery of electricity. These greener, smarter grids will involve a vast expansion of the In-
ternet of Things that greatly increases the cyberattack surface available to malicious hackers and hostile
nation-state entities.

Cyberattacks overall have been rising 60 percent annually for the past half-dozen years, and utilities are in-
creasingly targeted. A Cisco study found that 70 percent of utility-security professionals say that they have
experienced at least one security breach. For their part, federal and state governments genuflect to the goal
of reliable, resilient, and affordable electric service. Yet comparatively trivial sums are directed at ensuring
that grids are more secure, compared with the vast funding to promote, subsidize, and deploy green energy
on grids.

The central challenge for U.S. utilities in the twenty-first century is to accommodate the conflict between po-
litical demands for more green energy and society’s demand for more reliable delivery of electricity. Greater
grid cybersecurity in the future means that policymakers must rethink the deployment of green and smart
grids until there are assurances that security technologies have caught up. While the government needs to
improve its vital role in helping with cyber “situational awareness,” the private sector must lead the way in
defending against cyberphysical threats that evolve and move at tech-sector—not bureaucratic—velocities.

To lay out the state of affairs and provide recommendations for sensible U.S. grid cybersecurity policies,
this report examines:

1. The forces that have made electricity far more critical than ever. The “information economy” is fundamentally electricity-de-
pendent and is now a threefold bigger part of U.S. GDP than the oil-dependent transportation sector that dominated America’s
economy in the twentieth century.

2, The structure of America’s grids and the history of blackouts. Outages have become increasingly common. Lloyd’s estimates
that the damage from worst-case outage scenarios from cyberattacks would range from nearly $250 billion to $1 trillion.

3. The challenge of an “on-demand” economy that is escalating the peak demands for power. The twenty-first century’s unique—
and widening—gap between average and peak energy demand is forecast to more than double in the coming decade, even as
far more episodically available green-generating capacity is added to the grid.

4. The new character and magnitude of cyberphysical threats. A recent report found an over 400 percent rise in 2015 in the
number of times that hackers probed for vulnerabilities in cyberphysical systems, a.k.a. the “Internet of Things.” With security
experts claiming that the “next Cold War has already begun—in cyberspace,” the key is to keep critical infrastructures,
especially electricity, off the front lines.

5. The skewed priorities in grid spending. During the past decade, wind and solar power, which cannot meet society’s 24/7
energy needs, accounted for over 775 percent of new generating capacity. In the same period, more than $150 billion in federal
spending went to green- and smart-grid programs, while the U.S. Department of Energy spent $150 million on cybersecurity
R&D.

6. The state of grid cybersecurity today. Even as cybersecurity concerns are causing most other industries to integrate cautiously
into the Internet of Things, policymakers—despite warnings from the U.S. Department of Homeland Security—are pressing
electric utilities to accelerate grid integration with the Internet.
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HOW AMERICA'S ELECTRIC GRIDS ARE
BECOMING GREENER, SMARTER—
AND MORE VULNERABLE

I. Introduction

early everyone is aware of the deep interconnectedness of electricity
‘ \ ‘ in every facet of daily life. Less well understood is the enormous

size and complexity of America’s roughly $6 trillion electric utility
system.! Unlike in many countries, the U.S. electric utility system is not a
single grid. Rather, it is a complex web of eight regional “supergrids” coupled
with thousands of local grids that deliver 55 percent of all the energy that
America uses for non-transportation purposes.2 Now, the U.S. electric utility
system is on track to deliver an increasing share of the country’s transporta-
tion energy, too.3

The August 2003 blackout that enveloped New York City and the Northeast—which put 50
million people in the dark for two days—inflicted $6 billion in damages.+ That outage was
caused by a confluence of human and machine factors, as are so many disasters in complex
systems. Nature, thus far, is the most common source of grid outages. In 2005, Hurricane
Katrina left nearly 3 million without power for several days.5 In 2011, it was the lingering
power blackouts that amplified the impacts from Hurricane Sandy—accounting for some 40
percent of the $50 billion in damages from that storm.°

The second most dramatic takeaway from widespread outages—after their economic and
social costs—are the heroic efforts and speed with which electric utility crews effect repairs
and restoration.” Utilities have long prepared for recovery: geographically widespread,
complex systems have unavoidable exposure to natural events and statistical failure modes.
In the wake of the 2003 blackout, a Carnegie Mellon University study estimated that a black-
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out of that level is likely every 25 years.® In the meantime, smaller but still inconvenient outages—resulting
from nature as well as other causes—are becoming more common.?

But America’s electric sector faces two revolutionary changes. One is the emergence of so-called smart
systems that promise vastly improved control and distribution of power across grid systems. The other is the
pressure to add far more episodic (wind and solar) power sources that inherently require “smart systems”
linked to the Internet.

Information and communications technologies (ICT) are now migrating from working mainly with informa-
tion (i.e., the cyberworld) to an Internet of Things (IoT) that can also act directly in the physical world. This
“cyberphysical” transformation holds the potential for greater efficiencies, convenience, reliability, safety,
and predictability. For example, information systems are already very good at identifying and predicting
road traffic and hazards, as well as informing drivers via maps and alerts. When that information is convert-
ed into a direct action as a cyberphysical system, one gets an “autonomous” (i.e., driverless) car.

Cyberphysical systems, however, bring a new class of risk; let’s call it “cyber carjacking.” In the summer of
2015, hackers remotely took over the steering and braking of a Jeep Cherokee (Figure 1).° That wake-up
episode led to a 1.4 million vehicle recall by Chrysler.*

Figure 1. Anatomy of a Cyberphysical Hack

In 2015, researchers Charlie Miller and Chris Valasek took control of a Jeep from ten miles away.” The engineers looked
for a vulnerability in Sprint’s cellular network that connected to the vehicle’s music and radio system, and then hacked the
password. Next, exploiting the fact that a Jeep’s entertainment system is physically connected to the power system, they
remotely uploaded new code onto the car’'s microcomputers (all on the same power network) that controlled steering and
antilock brakes. Chrysler and the cellular carrier have since corrected those particular vulnerabilities; but cyberphysical systems
remain complex, diverse, and rapidly evolving.

The challenge for electric grids across America comes from the push for greener, smarter grids, wherein all such technologies
demand real-time controls and Internet connections. Smart appliances, solar arrays, battery-storage, and demand-management
technologies require the kind of computer-based controls—the equivalent to automotive antilock brakes and power steering—
to manage the episodic, varied nature of power demand and supply on grids required to meet society’s 24x7 needs. Engineers
and cyber experts have understood for years the nature of such exposure.” But now, the proliferation of real-time networked
controls on grids will vastly increase the variety and scale of the cyberattack surface.

For aircraft and cars, safety and security take priority over the efficiency and convenience gains from using automated and
networked controls. Not so for U.S. power grids, where cyberphysical security has taken a backseat to policymakers’ push
for green-energy priorities. Even when cybersecurity is on the political front burner, the utility sector is frequently omitted. The
president’s new Commission on Enhancing National Cybersecurity, for instance, includes no appointees from the infrastructure
and electric sectors.™

In pursuit of environmental aims, U.S. policymakers and regulators are rushing to improve energy efficiency and
integrate episodic power sources—i.e., wind and solar—onto electric grids. This has involved pushing utilities
and federal and state governments to spend tens of billions of dollars on smart-grid technologies. For everything
from cars to aircraft to health care, regulators have emphasized a safety-first approach to technology. That has
not been the case thus far with regard to ensuring the cybersecurity of America’s evolving electric grid.



This head-in-the-sand attitude may be slowly changing. The December 2015 hacker-caused blackout of
Ukraine’s electric grid helped raise red flags, as did the discovery that, in 2016, Iranian hackers used a
process called “Google dorking” to hack into a small New York dam’s control system.'> The Ukraine hack,
ostensibly by Russia, used malware called “BlackEnergy” combined with other cyber and espionage tactics.
Arguably the first wake-up call regarding the capabilities of cyberphysical attacks came in 2010, when the
world learned of a clandestine project (ostensibly U.S.-Israeli) using the Stuxnet computer virus to severely
damage the electrical infrastructure of Iran’s nuclear facilities.*

Last year, Lloyds Bank published a comprehensive study of worst-case scenarios “to bring awareness to the
potential physical damage caused by cyberattacks against Operational Technology” and, in particular, “the
U.S. power grid.” Lloyds noted that, while the scenarios considered were still “improbable,” they were none-
theless “technologically possible.”” A worst-case multipronged, multiregional cyberattack causing wide-
spread outages could inflict $243 billion—$1 trillion in total damage on the U.S. economy, Lloyds found.

Current electricity policies, as will be discussed in greater detail below, run the risk of creating the condi-
tions for a perfect cyberstorm by prematurely pushing the Internet of Things onto grids to accommodate
environmental goals—and doing so at a time of growing cyber capabilities of bad actors, and exactly when
society is becoming increasingly dependent on electricity.

I1. The U.S. Is Increasingly Dependent on Electricity

Individual data  centers—the
central power plants of the In- FIGURE 2.
ternet—consume as much power ; - ; ;
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This dependence on electricity-using data networks is growing. Cisco Systems, a maker of computer-net-
working devices, forecasts U.S. data-center traffic to nearly triple in five years, with much of that growth
coming from the explosion of video content.?? Cisco also projects a tenfold rise in data traffic from the In-
ternet of Things, including from machines in homes, cars, stores, factories, hospitals, and, especially, utili-
ties.?4 By one estimate, global IoT data traffic could require as many as 4,000 new data centers, creating an
aggregate power demand fourfold that of California’s grid.?>s Many of those data centers will be in America.
While information hardware will continue to become more efficient, overall ICT power demands will con-
tinue to grow.?¢

Then there are other electricity-consuming tech trends, including 3-D printing, data-centric health care,
and electric vehicles (EVs). The U.S. Energy Information Administration’s (EIA) forecast for EVs on U.S.
roads by 2030 represents adding the electric-load equivalent of 5 million homes.?” Other, more ambitious,
EV forecasts add demand equivalent to 40 million homes.28

Rising urbanization—in the U.S. and globally—deepens electric dependency, too. Cities, inherently highly
electrified (Figure 3), will see accelerated dependence with the “smart city” movement, wherein everything
from traffic to building operations to public services and safety are Internet-connected.

While energy efficiency is projected to improve, the EIA forecasts that America will use about 10 percent
more electricity two decades from now.3° Over the same period, the EIA forecasts essentially no growth in
U.S. transportation oil demand. These two trends mean that the U.S. economy will become yet more depen-
dent on fuel delivered by the kilowatt-hour in wires, not by the gallon in pipes. The big challenge remains:
to ensure that this electricity reaches our homes, hospitals, and businesses whenever we need it.

ricure 3. Share of U.S. Population...
Living in Cities, 1920-2013 Using the Internet, 1995-2013
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II1. The Electricity Balancing Act

Unlike many other countries, the

U.S. does not have a national elec- FIGURE 4.
tric grid. Instead, it has a complex T o -
array of grids, a “system of systems.” America’s Eight Long-Haul Transmission Grids

There are two classes of U.S. grids,
as well as many separate individual
grids within them. One class con-
sists of North America’s eight long-
haul grids, Regional Transmission
Operators,?* which move “bulk
power” from remote power plants
to cities, each of which has region-
al subdivisions (Figure 4). The
long-haul grids are overseen by the
North American Electric Reliability
Corporation (NERC) and are regu-
lated by the Federal Energy Regu-
latory Commission (FERC).

» NPCC
Maritimes

The second class of U.S. grids in-
cludes thousands of independent
local distribution grids, from small
These grids are owned, or used by,
more than 3,000 utilities. About

200 of the utilities are inves-
tor-owned, about 900 are rural cooperatives, and about 2,000 are publicly owned municipal entities.

With every other commodity’s supply chain—including oil, natural gas, minerals, and agricultural products—
there are typically one to several months’ worth of demand in storage to ensure reliable delivery to markets.
Given the physics of storing power, however, 99 percent of electricity has to be generated the same instant that
it is consumed.

Today’s central engineering challenge is to deliver power continuously—and nearly instantaneously—over vast
geographic areas in the face of inevitable plant failures, weather, and fluctuating demand.

The invisible balancing act needed to keep huge power flows stable can be loosely analogized to trying to run with
a shallow pan full of water without spillage. If grids are not balanced continuously, critical voltage or frequency
control can be lost, leading to outages, damaged customer and utility equipment, and, in some cases, the destruc-
tion of grid hardware. To counter such risks, grids have long been fitted with sensors, protective relays, backup
systems, safeguards, and manual overrides, as well as with various supervisory control and data acquisition
systems (a kind of precursor industrial “internet” used in nearly all industries and infrastructures).

Ultimately, technology will permit America’s electric grids to operate in a fashion more akin to the Internet: one
day, the grid will be nodal, interactive, and highly controllable, with smart power-flow routing, micro-grids, solar
energy, and batteries all playing a role.

Next-generation high-power semiconductor technologies are emerging to make grid-level dynamic switch-
ing and control possible; but such technologies will take time to deploy and to ensure that they are cy-
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bersecure. Still, when such power control
becomes widespread, the primary benefits
will extend beyond enabling more EVs and
solar on grids. Above all, the benefits will
involve enabling better security and reli-
ability.

To date, however, spending to make the grid
smarter has been dominated by making
it easier for utilities to bill customers, or
promote conservation and green energy.3?
Adding communications features to meters
is comparable to installing a speedometer
or gas gauge—it is not a game-changer.
The game-changer involves controlling
grid-power flows and doing so securely.

IV. Blackouts: Past,
Present, and Future

Electric power outages are becoming more
frequent (Figure 5 and Figure 6). Since
1990, the average incidence of outages on
U.S. grids has increased by about 8
percent per year,33 while the annual

FIGURE 5.
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outage duration has risen by about FIGURE 6.

14 percent per year.34

Power Outages in 2015 by State

The social disruption—not to
mention the costs—wrought by
blackouts is substantial. (Figure
7). Consider New York City, which,
on August 31, 1959, was struck
by the world’s first major elec-
tric-power outage. Triggered by a
heat wave and surging air-condi-
tioning use, the outage wiped out
power across 500 blocks of Man-
hattan for 13 hours.3> On Novem-
ber 9, 1965, 30 million people in
the Northeast, including millions
of New Yorkers, were plunged into
darkness for 18 hours. That black-
out inspired books and movies,
mostly about heroic behavior and
rediscovered neighborliness, and
led to the creation of NERC, which
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Figure 7. America’s Ten Worst Blackouts*

1. August 14, 2003: 50 million people lose power across the Northeast

2. November 9, 1965: 30 million lose power across the Northeast and in Ontario, Canada
3. July 13, 1977: 9 million lose power in New York City

4. October 22, 2012: 8 million lose power across the Northeast

5. August 10, 1996: 7 million lose power across the West

6. December 22, 1982: 5 million lose power across the West

7. June 29, 2012: 4 million lose power across the Midwest and the Northeast

8. October 29, 2011: 3 million lose power across the Northeast

9. September 8, 2011: 3 million lose power in California and Arizona

10. July 2, 1996: 2 million lose power across the western U.S., Canada, and Mexico

New York City’s most infamous blackout struck on July 13, 1977.” The outage lasted 25 hours and sparked
mass looting and arson—1,600 stores were ransacked, and more than 1,000 fires were lit3—prompting more
than 4,000 arrests and headlines such

as “Night of Terror.”?® The total damage

was estimated at $300 million. New York FIGURE 8.
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FIGURE 9.

Daily Variation in Electricity Demand, California Grid
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hardware) to ensure peak-delivery capac-
ity. These costs and hardware are essen-
tially independent of how much energy
is consumed. Put another way: reliabili-
ty is determined more by the amount of
capital spent on hardware to ensure that
energy is available when needed, rather
than on the money spent producing the
energy itself.

This trend is visible across America, in-
cluding New York City.# Official forecasts
expect little growth in New York City’s
average utility energy consumption; but
peak demand is expected to rise sharply,
from 160 percent above average demand
in 2003 to 220 percent above average
demand in the next decade.+?

The challenge of dealing with increas-
ing disparity between peak and average
demand will be radically exacerbated
with the addition of more episodic, or
peak, supply from solar and wind. This
new challenge is particularly clear when
viewed on an hourly basis in Califor-
nia, where the rapid growth in green
energy will cause the daily peak-to-val-
ley ratio to rise from 115 percent in 2012
(i.e., meeting peak demand required 115
percent of base generation) to about 145
percent in 2020 (Figure 9). As the Cal-
ifornia ISO, the state’s transmission au-
thority, notes, this will “require flexible
resource capabilities to ensure green grid
reliability.”43

America’s “information utilities” (i.e.,
data centers) are also seeing surging peak
demand. According to Cisco, the gap
between peak data traffic and average
data traffic (visible in its tracking of
global data use) will widen hugely in the
coming decade, from 200 percent today
to nearly 700 percent within a few years
(Figure 10).44

There are two main tools to manage peak
demand of anything: build extra capacity,
or incentivize customers to consume less
during peak times. Information utilities



use the former, furiously expanding infrastructure to meet demand. Electric utilities—prodded by regula-
tors—prefer the latter, harnessing technology and price incentives to moderate peak demand.

Peak electricity-management techniques require substantially increasing communications and controls. In
other words, they require a far greater expansion of the Internet of Things onto local grids.+® The majority
of products forecast for the growing residential IoT sector are associated with controlling electricity by in-
tegrating information controls—i.e., adding “smart”—into meters, thermostats, air conditioners, heaters,
lights, PV systems, batteries, and EV chargers.+

Without a more widely networked, IoT-centric electric grid, meeting peak demands, ensuring reliability,
and, as discussed later, fuller deployment of solar and wind sources will be impossible. The current rush to
push the Internet of Things onto the electric grid will dramatically raise the risks of cyberattacks. Asked for
his view of the Internet of Things, Jerry Irvine, a cybersecurity expert, responded: “Scary as hell.”+®

V. Grid 2.0: A Cyberphysical Target for Hackers

There are two main types of cyber targets: cyber information targets and cyberphysical targets. The vast ma-
jority of cyberattacks fall into the former, which includes theft of financial and other personal information,
theft of business secrets, and harassment,

such as “distributed denial of service,”

or DDoS, attacks to overwhelm and shut FIGURE 11.
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beyond their traditional financial and personal-information targets to include the power systems and the machines
inside hospitals. Their goal: “Bring these hospitals to a standstill.”*

Measuring the precise number of attacks on cyberphysical systems is not easy, since there are many standards and
definitions. But the reported trends are clear: hackers are increasingly targeting infrastructure systems.

According to computer firm CDW, in 2015, the number of cybersecurity attacks at U.S. utilities exceeded 7,000. Amer-
ica’s oil and gas sector experienced more than 5,000 attacks.? According to Tripwire, an IT security firm, 75 percent
of utilities report that at least one cyberattack defeated their firewalls and antivirus programs in 2015, and 80 percent
worry that a future attack could cause physical damage.5® PwC, an auditor, reports that cyberattacks on the U.S. utility
sector perpetrated by organized crime doubled in 2015.5 According to the federal National Cybersecurity and Com-
munications Integration Center, America’s manufacturing and energy sectors are the top two targets for attacks on
cyberphysical systems (Figure 11).58

In another study, Cisco found that over 70 percent of utility IT security professionals discovered a security breach in
2015, compared with 55 percent in other industries.® U.S. utilities were among the top five most exposed American
industries to malware, says Cisco.®* Some security experts even warn that the “next Cold War has already begun—in
cyberspace.”?

To win this new cyber war, America must keep electricity and other critical infrastructure off the front lines. Alas,
simply detecting attacks can be difficult. The SANS Institute, a cybersecurity research outfit, says that, when it comes
to the Internet of Things, “it’s almost impossible to tell how often” industrial controls are breached or “how it’s done.”®3
According to Tripwire, only 43 percent of energy executives believe that their firms have detected all cyberattacks
committed against them.® AT&T says that, in 2015, there was a 458 percent increase in the frequency with which
hackers probed IoT connections for vulnerabilities.®

Where are the vulnerabilities? Utility smart meters, one of the most prominent ways that the Internet can be con-
nected to the electric grid, are one. Since 2010, the

number of smart meters in the U.S. has soared, from

10 million to more than 50 million.% But in the years FIGURE 12.

to come, smart meters will represent only the tip of .
the iceberg of vulnerabilities in an expanding attack Causes of Reported U.S. Grid Outages, 2015

surface of IoT-enabled devices connected to grids.

The proliferation of Internet-connected things with
direct access (or back doors) to electric grids is not
the only threat to their security and reliability; so,
too, is the push to accelerate a fully cyber-connected 1.069 942
electric grid. Meanwhile, the SANS Institute reports YT Equip. or
that only 29 percent of U.S. companies are beginning Human Failure
to implement a cyberphysical strategy, 33 percent
are still developing a strategy, and 18 percent have

-
©
£
<
<
2
~

67
no plans to develop a strategy. . e"’.o,
. Vehicle RN
There are yet no documented cases of terrorist attacks Accident 14 %
triggering U.S. power outages. Still, it is possible Unknown

that cyberattacks may be to blame for some outages
that have been categorized as “faulty equipment” or
“unknown” causes (Figure 12). It is a near-certain-

ty, however, that “cyberattack” will soon become a



VI. Green Energy v. Cybersecurity

State and federal mandates (including the federal

Clean Power Plan) seek to move U.S. electricity FIGURE 13.
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State policies requiring green mandates have re-

sulted in wind and solar constituting about 75
percent of all new electricity capacity added to
U.S. grids in the past decade (Figure 13). This 0-

trend creates new pressures on utilities to inte- 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016
grate the vagaries of wind and solar power into

their grids, which require power to be available
on demand.

Yet integrating episodic renewable energy with the continuous need for power—especially with today’s
surging peak needs—requires an entirely new level of control, integration, and networking. Adding that
kind of real-time control with the Internet of Things dramatically increases the opportunities available for
cyberattacks—i.e., it greatly expands the “attack surface.”

The core issue is the requirement for high-availability energy sources to operate a reliable grid. Today, about
90 percent of America’s power comes from readily available sources: 33 percent each from coal and natural
gas, 20 percent from nuclear, and 5 percent from hydro dams.” Meanwhile, wind and solar power have low
average availability. Worse, wind and solar have zero availability for many hours each day. Neither wind nor
solar output can increase to accommodate surges in peak demand, either.

Solar and wind power can operate successfully thus far because of America’s surplus of other, high-avail-
ability sources. Texas and Iowa, the largest and second-largest wind-generating states, get 70 percent of
their electricity from natural gas, coal, and uranium.”

Proposals to incorporate vastly more wind and solar on U.S. grids offer essentially two technology solutions
to deal with the availability problem: a more networked grid and a grid with far more storage. The former
would represent a radical acceleration of the Internet of Things; the latter requires the pursuit of new, rad-
ically better, classes of physical chemistry.

Storing large quantities of electricity (Figure 14) has frustrated engineers since the dawn of the electric
age. Bill Gates, now an investor in a number of new battery companies, has summarized the challenge: “[T]
he biggest problem for the two lead candidates [wind and solar] is that storage looks to be so difficult....
We’re more than a factor of 10 away from the economics to get [grid-scale storage].””2
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Figure 14. Battery-Storage Realities

The sheer scale of batteries needed for grid-scale storage (ignoring costs) makes clear the engineering challenge to create
U.S. utility systems dominated by episodic power. The total amount of electricity stored at any given moment in all the batteries
in America for all purposes—laptops, cars, phones, flashlights, etc.—is countable in just minutes’ worth of daily U.S. electrical
demand.”

The enormous $5 billion Tesla battery “gigafactory” under construction in Nevada will produce a quantity of batteries each year
that can store 30 billion watt-hours of electricity.” Yet that huge quantity of battery supply is a drop in the bucket compared with
America’s daily consumption of 10,000 billion watt-hours. It would take 100 years for the Tesla factory to manufacture a quantity
of batteries capable of storing a half-day’s worth of U.S. electric demand.

Utility-scale battery storage has grown nearly 20-fold in only a few years. But that storage still constitutes less
than 0.01 percent of overall U.S. grid supply.” Even if California, which has America’s most aggressive storage
mandate, achieved its storage goal by 2020, the storage would provide barely 2 percent of California’s peak-pow-
er needs.”

Regardless of the hopes for breakthrough discoveries in battery technology, there is no realistic prospect for
storing electricity as a viable solution to the episodic supply of wind and solar energy.”” For this reason, green-pow-
er advocates view the use of networks (wires) and (smart) network controls as the means to align episodic supply
across geographic regions with market demand—combined, as a last resort, with greatly expanded backup from
natural-gas generation. But all these solutions greatly increase cyberphysical- and physical-attack surfaces.

More transmission lines (long-haul and local) increase exposures to conventional causes of outages. Increasing
the share of U.S. electricity supply coming from natural gas means that it is now important to consider the phys-
ical and cyber vulnerability of the gas infrastructure as an additional vector for electric outages. As noted, far
greater use of IoT-type network controls also creates a “magnet” for hackers. Finally, it’s not just smart meters
and other grid IoT devices that are vulnerable. Cyber backdoor exposure is inherent in the control systems em-
bedded in many solar panels and wind turbines themselves.”®

VII. The State of U.S. Grid Cybersecurity

The prospect of a hacker turning off all of America’s lights in a single attack is wildly implausible: to simultane-
ously bring down all of the country’s distributed patchwork of grids (see Figure 4) would be borderline impossi-
ble and would, in any case, require nation-state-class capabilities. Even the major 2015 cyberattack on Ukraine’s
grid affected only about 250,000 residents.”

After the Ukraine attack, Gerry Cauley, CEO of the North American Electric Reliability Corporation, testified
before Congress,®® noting, correctly, that U.S. long-haul grids have important technical and operational advan-
tages®! over Ukraine’s (far smaller) grid and that Ukraine was brought back online in only several hours. Though
NERC requirements for long-haul grid cybersecurity will escalate in July 2016 with expanded requirements for
critical infrastructure protection (CIP) standards,®* Cauley nonetheless cautioned that U.S. utilities “will need
unprecedented levels of financial resources in order to restore their facilities and eventually resume normal op-
erations” after a successful cyberattack.®3

Itis on local U.S. distribution grids—which will not be covered by NERC CIP standards—where the rush is great-
est to add Internet-connected devices and green-energy sources. Ironically, while concern over cybersecurity is
slowing the adoption of the Internet of Things in many industries, this is not the case for U.S. utilities, which are
particularly susceptible to political pressure.®



State and federal policies continue to
promote or require far greater use of
both green energy and Internet-connect-
ed smart-grid features. Even though the
Energy Policy Modernization Act,® passed
by the Senate in April 2016 with a bipar-
tisan majority, includes an amendment to
the Federal Power Act to authorize the U.S.
secretary of energy to “take such actions
as the secretary determines will best avert
or mitigate [cyber threats],”®¢ the bill has
several alarming features. It expands and
concentrates U.S. cybersecurity authority
at the federal level, a development unlike-
ly to boost the speed or flexibility needed
to counter such threats. The bill does not
cover local U.S. distribution grids, which
are far more cyber-vulnerable than long-
haul grids. And it expands America’s cy-
berphysical attack surface by promoting
the smart- and green-grid transformation
already under way.

Consider another example of muddled federal priorities. In December 2015, the Department of Homeland Secu-
rity issued cybersecurity guidelines®” (Figure 15) for industrial control systems (Figure 16). According to the
DHS, following the guidelines would have “prevented 98% of the [cyber] incidents reported in FY2015.”%¢ Among
others, the DHS guidelines recommend reducing industrial control systems’ attack surface as well as allowing
“real-time external connectivity only when absolutely necessary”—a policy at odds with the federal push for

smart-greening America’s grid.

FIGURE 15.

Seven Strategies to Defend Industrial Control Systems

Implement Application
Whitelisting — 38%

N

/N

Implement Secure
Remote Access — 1%

Ensure Proper
Configuration/Patch
Management — 29%

Reduce your
Attack Surface
Area — 17%

Monitor and
Respond — 2%

Build a Defendable
Environment — 9%

Manage
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Source: U.S. Department of Homeland Security89

Figure 16. Industrial Control Systems and the Internet of Things

The digital age of Industrial Control Systems (ICSs) began in 1968 with the invention of the programmable logic controller (PLC).
(The Stuxnet virus attack in 2010, against Iran’s uranium centrifuges, targeted PLCs, one of the few documented examples of a
digital weapon destroying a physical asset.)®® In 1986, the first PLCs were tied to personal computers; in 1992, PLCs were linked
to a local Ethernet using Internet-communications protocols, and in 2003, the first PLCs were embedded in Web servers.”

PLCs, sensors, relays, meters, and the like are all connected, monitored, and operated by a supervisory control and data
acquisition (SCADA) system, a kind of “industrial Internet” used across industries, especially in the electric sector. While SCADA
dates back over a half-century—largely because of the need to operate electrical systems over broad geographic areas—
integration with the Internet (whether in factories or on utility grids) is the newest phenomenon in the progression of ICSs.

Today, millions of utility remote terminal units, sensors, meters, actuators, controls, and SCADA systems exist across America’s
hundreds of local and connected grids, as well as across its long-haul grids. Millions more exist in factories and office buildings—
and soon, in homes. And, until recently, ICSs largely existed in operational silos that were far less vulnerable to cyberattack.

U.S. policy schizophrenia on security and green goals is persistent and pervasive. A 2013 White House
report? that urged greater grid reliability (albeit with a focus on “weather-related outages”) also promoted
the very technologies that will undermine reliability by expanding grids’ cyberattack surface.%+ State policies
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are no more coherent. New York governor Andrew Cuomo’s new “Reforming the Energy Vision” initiative pays
lip service to grid security—“[The] availability of reliable, resilient, and affordable electric service is critical to the
welfare of citizenry and is essential to New York’s economy”—while promoting grid programs that make cyberphys-
ical attacks easier to carry out.

The U.S. Government Accountability Office is not impressed with the state of cybersecurity of America’s utility
infrastructure, either. In a 2015 report, the GAO warned that:

1. FERC has not taken steps to monitor [the electricity industry’s] compliance with voluntary
[cybersecurity] standards.

2, Entities in the electricity industry (e.g., utilities) often focused on complying with regulations rather than
taking a holistic and effective approach to cybersecurity.

3. Smart grid devices (e.g., meters) did not always have key security features such as the ability to record
activity on systems or networks, which is important for detecting and analyzing attacks.

4. The electricity industry lacked sufficient metrics for determining the extent to which investments in cyber-
security improved the security of smart grid systems.?

When combined with the rising tech-savviness of groups hostile to America, as well as rising urbanization, federal
and state policymakers’ prioritization of environmental goals over grid security is making America more exposed
to cyberattacks.”

VIII. Conclusion

Hackers typically fall into two groups: private individuals or organizations with varying skill levels who hack for
financial, nuisance, or harassment motives; and nation-state or nation-sponsored entities with high skill levels that
hack for geopolitical motives.

According to CrowdStrike, a cybersecurity consultancy, geopolitical developments have become the “most import-
ant drivers for cyberattacks,” with the latter now firmly part of the “global threat landscape.”® Adds Kevin Mandia,
CEO of FireEye, another cybersecurity firm: “It does not seem reasonable to expect the majority of the private sector
to defend itself from military cyber attacks. We do not expect a homeowner to prevent a military unit from breaking
into their bedrooms, so why should we expect companies to prevent or detect similar attacks in cyberspace?”%

Dealing with this reality has implications for how federal agencies should work with the private sector and for the
appropriate allocation of public resources. The potential for nation-state attacks also has implications for liability
protection for utilities in the event of a cyberattack; for sharing classified information with utilities; and for interin-
dustry and interagency coordination. As the GAO reported, the Department of Defense’s own infrastructure is vul-
nerable to cyberphysical attack.'°® Rather than focus on “Climate Change Adaptation Road Maps,”° the Pentagon
should prioritize helping the private sector secure and defend America’s critical electric infrastructure. The Defense
Advanced Research Projects Agency announced plans in January 2016 for a $77 million, four-year program to help
utilities detect cyberattacks; but given the scale and complexity of the challenges, it is only a small step.'°2

Tech titans, including Facebook, Google, Apple, and Microsoft, have pledged to help advance the deployment of
“green” and smart grids.'*3 They should also acknowledge, and help resolve, the cybersecurity challenges associated
with such initiatives. The foundational responsibility for solutions originates with the technologies’ providers, not
the users in the industrial and utility sectors. Similarly, investors and policymakers should explore ways to encour-
age greater focus on innovative venture capital in cyberphysical security—which accounts for less than 1 percent of
total venture-capital investment.'*4



As this report argues, if U.S. state and federal cyberphysical security policies are to become coherent and effective,
they must be anchored in acknowledging three realities: (1) the rush to make U.S. grids greener and smarter also
increases their cyberphysical attack surface; (2) there are two radically different classes of cyber threat: private
hackers and nation-state (or nation-sponsored) hackers; and (3) evolving cyberphysical threats are unlike other
physical-security issues that utilities have heretofore faced.

Sound grid-cybersecurity policy would therefore:
+ Avoid top-down, one-size-fits-all legislation.

+ Slow—and, in some cases, halt—smart- and green-grid transformation that increases the attack surface
until adequate cybersecurity features are available and incorporated.

+ Reallocate grid budgets to increase funding for security, resilience, and reliability, and require
cybersecurity metrics as part of pre-deployment requirements for green and efficiency programs.

+ Boost utility-sector collaborative engagement with federal cybersecurity programs, especially those of the
U.S. Department of Defense.

+ Encourage private-sector-led cybersecurity technology research, development, and deployment, so that
companies on the front line can move at the speed of innovators, not bureaucrats.

+ Ensure that policies, mandates, and regulations in cybersecurity are based on overall objectives—rather
than being prescriptive and subject to becoming rapidly obsolete.
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Abstract

Electric grids have always been vulnerable to natural hazards
and malicious physical attacks. Now the U.S. faces a new risk—

cyberattacks—that could threaten public safety and greatly
disrupt daily life.

Key Findings

1. America’s push for “greener,” “smarter” grids will involve a vast
expansion of the Internet of Things that greatly increases the

cyberattack surface available to malicious hackers and hostile
nation-state entities.

2.Cyberattacks overall have been rising 60 percent annually for the past
half-dozen years, and utilities are increasingly targeted.

3.Federal and state governments genuflect to the goal of reliable, resilient,
and affordable electric service; yet comparatively trivial sums are directed
at ensuring that grids are more secure, compared with the vast funding to
promote, subsidize, and deploy green energy on grids.
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