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INTRODUCTION: COUNTERING TERRORISM BY EMPOWERING POLICE

When policymakers talk about how to counter terrorism, they tend to cite distant causes,
such as resentment of the West, that cannot be quickly changed. Often neglected are the nearer
and more immediate factors—things that can be easily influenced, here and now. In fact, effective
countermeasures to terrorism are lying all around us, waiting to be picked up by local police. That is
what this manual is all about.

The war on terrorism must be fought on many fronts: overseas, at our borders, and on the
Internet. But one of the most critical battlegrounds is our cities. Without sensationalism, we can say
with confidence that terrorists are in our cities now, planning attacks on them.

Routine police work is one of the most important tools for identifying and neutralizing the
terrorists in our midst. The very nature of their duties puts law enforcement officers in neighborhoods,
sensitizes them to anomalies, and yields counterterrorist data valuable to other agencies. Properly
trained and equipped, local police can recognize the ordinary crimes that terrorists often commit in
preparation for their attacks—and can intervene to stop terrorists, before the terrorists can strike.

To consider how to train and equip themselves for this mission, nearly a hundred of America’s
leading local law enforcement officials convened in Boston on October 24–26, 2004. The participants,
including police chiefs from some of the country’s largest cities, shared and discussed principles by
which local law enforcement can develop the best counterterrorist practices. This document distills
their ideas.

To be most effective, the conferees agreed, counterterrorist police should be trained and
equipped according to three basic principles:

1. Police should adapt and use against terrorists the general problem-solving techniques
they used to reduce urban crime in the 1990s.

2. Police should partner locally with the private sector.
3. Police should innovate effective intelligence-sharing techniques, such as fusion centers,

so that information can be brought to bear in a timely manner.

This paper describes each principle in turn. It then presents a case study, showing how all the
principles have been effectively integrated in Los Angeles. Along the way, a number of suggestions
are made as to how information technologies can maximize efficiency and help pinpoint enforcement
targets.

The information provided here is intended to stimulate thinking about creative problem solving,
not to limit you to a standardized process that is appropriate for every problem. Nor can the strategies
outlined here be considered comprehensive. Because the war on terror is a national and international
struggle, the efforts of local law enforcement must be integrated with those of other agencies, and
even other nations.

But America’s genius has been and will always be its empowerment of local institutions. Local
police, when held properly accountable, are sources of new ideas and innovations. Empowering
local commanders on the ground to make tactical decisions is how you win wars. Empowering local
police to act as the front line for homeland security is how we can win the war on terror.
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POLICING TERROR: THE PROBLEM-SOLVING MODEL

Success in policing terrorism is not defined by the number of successful prosecutions after a
major attack has been committed, but in preventing terrorist attacks at the earliest possible stages.
Although police cannot deter every attack, they can maximize their successes by adapting many of
the innovative problem-solving methods developed from the 1970s through the 1990s.

The Paradigm Shift: From Incidents to Problems

In the late 1970s, researchers and policymakers became increasingly interested in how to
improve the effectiveness of policing. Research during this period pointed out the limitations of
random patrol, rapid response, and follow-up criminal investigations—practices that had been the
foundation of policing for many decades.

Under this old model, police had contented themselves with reacting to individual crimes.
This practical complacency had a theoretical basis. For criminologists who posited that crime was
the result of collective “root causes,” such as racism and poverty, crime could only be prevented if
society itself were changed. Until then, all police could do was react to crimes after they had been
committed—much like firefighters scrambling to douse a fire. Crimes were regarded as episodes to
be detected; and, if the justice system obtained a conviction, the case was thought to be “solved.”
As critics pointed out, collaring a crook after he committed a crime was akin to catching the proverbial
horse after he bolted, rather than learning how to lock the stable door. Dissenting criminologists
therefore began to rethink the role of police.

University of Wisconsin Law School professor Herman Goldstein proposed a radical change
in course. Instead of always chasing after criminals, police should outwit them. Instead of reacting to
individual crimes, police should methodically identify their most pressing crime problems, analyze
information bearing on those problems, and then partner with their communities to craft customized
responses. Perhaps most important, Goldstein encouraged police to continually evaluate the
effectiveness of their responses and adjust them as necessary. These concepts—set forth by Goldstein
in two seminal publications (1979, 1990), and first systematically employed in Newport News, Virginia,
in 1984—form the basis of what has become known as problem-solving policing.1

The concept of problem solving is best illustrated by an example. Suppose police find
themselves responding several times a day to calls from a neighborhood near a local high school,
where they need to disperse disorderly youths and stop acts of vandalism. Under the incident model,
police would simply dispatch an officer to the scene, and he would then take action and file a report.
In itself, this would do little to resolve the long-term problems of disorder and vandalism. Under the
problem-solving method, by contrast, police would collect additional information. They might survey
residents, analyze the time of day when incidents occurred, examine the school’s attendance
regulations, assess the availability of after-school activities, or evaluate characteristics of the
environment. Once examined, the findings would be used to craft a customized response to the
vandalism and disorder. Periodically, the effectiveness of the response would be tested and reviewed,
and the response would be further optimized.

Before 9/11, responses to terrorism followed the old “incident” model. Police reacted to
individual episodes, such as the 1988 assassination of Rabbi Meir Kahane or the 1993 bombing of
the World Trade Center. Law enforcement did not systematically assess and identify terrorism as a



Hard  Won Lessons:

Problem-Solving Principles for Local Police

3

problem, analyze a wealth of information bearing on it, partner with communities to craft responses,
or regularly evaluate their own efforts. When terrorism was discussed by national policymakers, they
typically invoked “root cause” explanations. After the 1998 bombings of the U.S. embassies in
Kenya and Tanzania, for instance, Secretary of State Madeline Albright said that terrorism was caused
by poverty and that it could only be thwarted if the U.S. invested more resources in Palestinian
settlements and other trouble spots. It was not widely believed that law enforcement could do more
than respond to terrorism after the fact.

Some counterterrorist experts dissented, however. Most notably, less than a year before 9/11,
State Department counterterrorism chief Michael A. Sheehan downplayed root-cause explanations
and asked policymakers to view terrorism fundamentally as a crime. “[I]n looking at the broad picture
of narcotics, terrorism and international crime, we should start with the basic fact that terrorism itself
is a crime, not a political statement,” Sheehan told a hearing of Congress in December 2000. “Hijacking
aircraft, kidnapping innocent people, and bombing busses, buildings or ships are all forms of a
crime, which must be viewed separately from the so-called cause that prompts some people to
commit this crime.” While policymakers and sociologists debated the root causes of terror, Sheehan
urged law enforcement to disrupt terrorists before they could strike.2

By decoupling policy from debates about the “causes” of terrorism, we allow counterterrorist
policing to matter. Police can solve counterterrorist problems by carefully identifying and evaluating
the terrorist threat, by analyzing thoroughly the full range of pertinent data on suspect individuals
and groups, by partnering with their communities (and especially with ethnic and religious subcultures)
to craft innovative countermeasures, and by continually self-monitoring and self-improving.

In what follows, we highlight some of the policing models that have been used to successfully
implement these principles.
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MANAGING THREAT INTELLIGENCE: THE FUSION-CENTER MODEL

As part of the ongoing assessment process, it is especially vital that police periodically
reevaluate their threat-protection priorities. Any effective counterterrorist response, after all, requires
accurate threat analysis—yet threats are constantly shifting and changing. Threat analyses must
therefore be continually updated, using timely, accurate, and relevant intelligence from all available
sources. This continual updating of counterterrorist knowledge requires a workable model of
intelligence sharing, or “fusion.” Because good intelligence is so important to an effective
counterterrorist response, fusion and other principles of intelligence management merit consideration
in some detail.

Evaluating Threat Analyses

The most important stage of intelligence management is the basic decision about the targets
and methods for information collection. The bottom line of criminal or terrorism intelligence collection
is relatively simple: What should we look for and how do we respond to actionable information when
we find it?

Much will hinge on this question. Surprise can be engendered if collectors focus on the
wrong threat. Surprise can also be engendered, however, if collectors focus on all threats equally. To
hedge against everything is to commit oneself against nothing. To discriminate significant sounds
against this background of noise, one has to be listening—or scanning—for something, or for one of
several things.3 To assess the adequacy of threat analyses, intelligence assessments should ask
questions such as:

• What information-gathering capabilities do you have in place to gather intelligence on terrorist
groups and to monitor potential targets?

• What are the most likely terrorist targets (for instance, critical infrastructure or important
public events)?

• Which terrorists groups have the capability (motivation + training + equipment) to attack
these sites?

• How will intelligence be effectively collected to aid protective security and terrorism interdiction
operations?

• Who will control the dissemination and collection of intelligence?

• What friendly forces (police, fire, EMS, private-sector security) need to receive intelligence?

• How are these friendly forces integrated into the intelligence cycle?

Because the terrorist threat is nationwide and because terrorists are often highly mobile, the
threat in one area cannot be considered in isolation. Each local and statewide intelligence assessment
should be consolidated at the federal level, to update our national risk assessments, and the federal
government should provide a common methodology to keep those assessments consistent, state to
state and region to region. Local police should partner with state and federal authorities and agree
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on standards for intelligence collection. Equally important, local police need to share information
with one another and with other institutions in their areas.

The Need for Sharing

Collecting, analyzing, and disseminating counterterrorist intelligence requires sharing. Outside
of large urban departments, local police will often not have the resources to analyze intelligence
themselves. Effective intelligence sharing will help resource-starved police forces to prioritize their
counterterrorism efforts and effectively assess local threats, vulnerabilities, and risks. Intelligence
collection, too, is a group effort. It must combine the efforts of the private sector, local law enforcement,
hospitals, fire departments, and a host of other public agencies. Yet successful intelligence sharing
is not only about collecting and analyzing data, but about disseminating it, too. Police must transform
raw information into usable intelligence that is disseminated effectively to the people and agencies
that can act on it—from small local police departments to Fortune 500 companies.

For all these reasons, police must build conduits for the sharing of intelligence. Local police
need to reach out to fire departments, health departments, and private enterprise to build conduits
for intelligence and to pass on information on potential threats. They should establish relationships
with state and federal agencies to take intelligence generated from routine police work and correlate
it with state and national intelligence efforts. Police should ensure that these relationships have a
feedback mechanism—if intelligence is passed along, partners should be asked to vet it in a reasonable
period of time.

State, local, and tribal governmental entities must be fully integrated into counterterrorism
intelligence networks. Local law enforcement agencies, in particular, are not just first responders,
but the eyes and ears of homeland security on the ground that have the most immediate capability
to disrupt terrorist attacks—if they have actionable, timely intelligence to launch investigations and
direct their resources effectively. The Homeland Security Advisory Council noted in its final report of
the Intelligence and Information Sharing Initiative:4

Intelligence/information regarding possible attacks—whether collected at home or
abroad—must be provided to state, tribal, local and key private sector entities to
support intelligence/information-driven efforts to protect our communities. Important
intelligence/information that may forewarn of a future attack may be collected by
state, tribal, and local government personnel through crime control or other routine
activities and by people living and working in our local communities. [emphasis added]

Consider one recent state warning from the Department of Homeland Security that alerted a
northeastern state of a potential threat to bridges. In the state in question, there were some 3,400
bridges—3,400 potential targets. Without a local/state capability to identify critical targets and
develop on-the-ground intelligence about the “who, what, when, where, and how” of potential
attacks, local law enforcement will inevitably wind up chasing ghosts and wasting critical resources.
This is not to blame federal officials, who may simply be passing along an intelligence intercept
gathered abroad; but local police must develop their own intelligence capability if they are going to
effectively bridge the gap between incoming raw data and true intelligence.

Thankfully, state and local entities are the natural conduits to gather this information and
funnel it to the federal level, where it can be interpreted and matched with information gathered
from national and international sources. Technology provides a tool for police to learn and exchange
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information—including elements of effective responses—about problems that are quite similar.5 As
discussed below, he technique known as “CompStat” (“Computer Statistics”) can serve as an especially
powerful model for effective information sharing and accountability procedures.

Still, at the present time there is no single comprehensive national system that links all the
repositories of terrorist-related intelligence and information, either from the states to the federal
government, or a central pipeline from the federal government to the states. Nearly four years after
9/11, individual states and local police departments still have very different conduits of information
to and from the federal government, and the proliferation of channels inevitably means that
information is not circulating effectively.6

Local police must take the lead in demanding that the federal government develop a single
reliable and organized conduit for relaying counterterrorism information to states and localities.
Local police should be vocal and specific about the kind of information that they need, and, conversely,
they should understand what kind of information that the federal government needs. Counterterrorism
intelligence sharing will not be effective until police have a single venue for two-way information
sharing between local, state, and federal agencies.

The Rise of Fusion Centers

In the meantime, a number of states and large urban areas are creating “fusion centers” to
collate, analyze, and disseminate criminal- and terrorism-related intelligence among state, federal,
and private-sector partners. Fusion centers are quickly becoming the leading edge for sharing crime
and counterterrorism information quickly and effectively among the many public and private-sector
homeland security partners. Their importance should not be overlooked. As one witness to the 9/11
Commission stated:

If a fusion center had been equipped with sophisticated data-mining capabilities,
that Florida state trooper who stopped Mohammad Atta in July 2001 for a routine
traffic violation might have discovered that Atta was a person of interest to the CIA,
the Treasury Department, and the FAA. Even as late as the morning of 9/11,
appropriate information systems and data-mining technologies could have identified
three of the hijackers who were on terrorist watch lists, four more who listed the same
address as those on watch lists, three more who had made frequent calls to those
addresses, and two more who had previously used Mohammad Atta’s frequent-flier
number.7

The Massachusetts Fusion Center

Massachusetts governor Mitt Romney, a member of the Information Sharing Working Group
under the aegis of the Department of Homeland Security Advisory Committee, has called for a
nationwide network of fusion centers. Although there is also no single model for how a fusion center
should operate, Massachusetts has taken the lead in creating a fusion center that will act as the
“operational and organizational hub of the Commonwealth’s homeland security efforts.”

The fusion center will collect information on a wide array of variables from federal, state,
county, and local sources. Dedicated analysts will then evaluate raw data and pass along relevant
intelligence to policymakers, state and local officials, and the private sector on:
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• Risk-mitigation efforts

• Tactical and operational planning

• The development of training exercises

• The development of programmatic performance metrics

• The allocation of funding

The fusion center (which will operate 24/7) will be housed at the Massachusetts State Police
Headquarters and will be a “nexus with [local police] and public safety” officials. Colonel Thomas
Robbins, head of the Massachusetts State Police, says that the purpose of the center is to “gather
the information at the local level and disseminate it at the local level.”8 Ultimately, the fusion-center
model will enable state and federal agencies to receive information from local police and return
intelligence analysis on a national, cost-effective scale.

Most of the time, information relayed from the fusion center will be criminal intelligence on
gangs, drug crimes, credit-card fraud, or cyber crimes. But it will also allow local police to link
individual incidents to potential terrorist activity. Massachusetts has created its fusion center out of
a conscious recognition that local police departments are invaluable partners with state and federal
agencies and that any one of them may turn out to be a key investigator or incident commander in
the event of a disaster. The fusion center will also serve as a liaison between state law enforcement
and the business community, allowing intelligence analysts to better identify potential threats to the
business sector and industry as they develop.

Sharing and Partnership

Intelligence sharing is not just about technologies and processes. It is also about trust. Those
with the responsibility for protecting local communities have to be given the authority and the
information that they need to be successful. Federal and state partners always need to be thinking
about local police involvement and how to share information with them. Police must not only partner
with other police, however. Local police need to use effective threat analysis to anticipate contingencies
that they may face from any critical incident—whether it be a natural disaster, industrial accident,
catastrophic technological failure, or deliberate act of terrorism—and then identify stakeholders
with whom they must partner to manage the incident effectively. These partners may range from
public agencies like the fire department to large corporations that own or operate critical infrastructure.
Once key partners have been identified, police should work with them to establish critical-incident
protocols, share information, and institute training exercises that will be updated to reflect changes
in the threat environment. In the next section, we consider the elements of these local partnerships
in some detail.
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The Intelligence CycleThe Intelligence CycleThe Intelligence CycleThe Intelligence CycleThe Intelligence Cycle

Intelligence is collected every day by state and local government personnel and
by people living and working in our local communities. Potential intelligence is collected
during the investigation of crimes, through our health-care system, from business contacts,
and through the day-to-day activities of government. If this information is to be useful,
police will have to create credible indicators for potential terrorism activity that can be
used to quickly sift through databases and generate helpful leads for investigators.

Information/intelligence collection is a never-ending cycle that police will have to
integrate into their routine operations. The U.S. Army Field Manual 2.09 on intelligence
collection notes that one of the critical functions of intelligence (which is very difficult to
achieve)“is to accurately predict future enemy events.” Predictive intelligence should
enable“the commander and staff to anticipate key enemy events or reactions and develop
corresponding plans or counteractions.” In other words, police commanders and their
partners in the public and private sector“must receive the intelligence, understand it
(because it is tailored to the commander’s requirements), believe it, and act on it.”10

Unless“intelligence drives operations,” police will always find themselves chasing shadows
and misdirecting their extremely limited resources.

Effective intelligence collection is never haphazard. There is a distinct cycle to the
collection of intelligence/information, although actionable intelligence can be uncovered
at any point in the collection cycle and the cycle is not necessarily sequential.11

At every stage of the intelligence cycle are three tasks that must be done to ensure that
everyone who needs to know something does know it: analyze the information, disseminate
it effectively, and assess the impact of the information on security efforts and police
tactics and strategy.

PlanPlanPlanPlanPlan

PrPrPrPrPrepareparepareparepareeeee

CollectCollectCollectCollectCollect

PrPrPrPrProduceoduceoduceoduceoduce

PrPrPrPrProcessocessocessocessocess
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PUBLIC-PRIVATE PARTNERSHIPS: THE HIDDEN KEY

Problem-solving policing has long urged that police partner and dialogue not only with other
federal, state, and local agencies but with community groups. Often overlooked in this outreach
effort, however, has been the relationship between police and private security. By some estimates,
the private sector controls (owns or operates) 85 percent of the nation’s critical infrastructure. This
infrastructure is protected and monitored by perhaps two million private security officers who may
have little, if any, training in counterterrorism techniques and procedures.

 This private, corporate sector, the source of American’s peerless economic power, is also
therefore a potentially great security weakness. Besides operating critical infrastructure sites, private
industry is seen as the poster child for American wealth and power, an attractive combination for
terrorists, given that many private-sector targets are not as well protected as comparable government
targets. “The best way to attack America’s infrastructure,” notes John Hamre, president of the Center
for Strategic and International Studies,

is to become a customer to an American company, because that company is going to
give you the tools it takes to enter into your ordering system, your scheduling system,
whatever, so that they can lower their transaction costs. … If you want to redirect
trains to a new destination or if you want to ship new packages or if you want to bollix
up the transshipment … we’re going to give you the opportunity by opening up the
infrastructure. And you do that by becoming a customer now in America. You can’t
stop that, because we are not going to change our business practices. So we have to
be much more clever and inventive in the way we think about our national security.
And it requires a partnership between the national security and intelligence instruments
and the private sector that really doesn’t exist today. So we need to focus on that.12

The Elements of Partnership

Private-public partnerships must begin with the police identifying high-risk targets and critical
infrastructure under private management and then establishing protocols for ongoing communication,
intelligence sharing, and training. Goals for effective police-security partnerships may vary, but should
include the following elements:

• Improving joint response to critical incidents. Joint response will often comprise more than
just police and private security. Particular threat scenarios will involve the fire department,
emergency services, other law enforcement agencies (U.S. attorney’s office, Joint Terrorism
Task Forces, etc.), and other state or federal partners (for instance, regulatory agencies that
are responsible for assuring the safety and security of critical infrastructure sites). Police
should always remember that partnerships are more often than not multilateral, not bilateral.

• Coordinating infrastructure protection

• Improving communications and intelligence sharing

• Investigating suspicious incidents, including cyber crime

• Establishing regular training and “all-hazards” threat-analysis programs
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Of course, police and private-sector partners may not initially share the same analysis of the
threat environment. Consequently, police should be sensitive that, in many cases, they will have to
make the “business case” for security cooperation.

Making the Case for Cooperation

Private managers, including security officers, react to different pressures and priorities from
their public counterparts. Private managers, from CEOs to CFOs, will have to justify significant security
expenditures and procedures to their shareholders, boards, or employees in a compelling and
substantive manner.

Give them a hand. Spend some time developing a business case for security that incorporates
some of the following benefits of enhanced security or cooperation. Tell a clear story. Articulate
achievable and measurable standards for partnerships. Carefully gradate security levels in response
to credible threats and threat analysis. Design powerful presentations, using simple tables, simple
figures, and clear maps. Become a good presenter and stress the benefits that will accrue, such as:

• Cost reduction. Security investments can be used to drive efficiency into the supply chain
and thereby lower costs and raise productivity. For example, in one major public-private
supply-chain initiative, cost savings of $378–462 per container per shipment were realized
from employing a mix of IT tools to secure and streamline shipping.

• Enhanced revenue. In addition to providing important security benefits, enabling
technologies like RFID (radio frequency identification) tags can enable timelier and
automatic information flows, thereby helping companies increase revenues by slashing
the amount of time their goods aren’t on the shelves. Food supply is just one area where
consumers have shown themselves very willing to pay a premium for products that pass
through a rigorous screening and tracking process that assures quality and safety, from
organic fruits and vegetables to beef that is certified free of “mad cow” disease.

• Better risk management. Proactive security policies can help firms become more resilient
by better managing the risks of a terrorist attack or other security incident. Activities may
range from installing redundant IT systems to ensure business continuity to improving
perimeter security and evacuation procedures that result in lower liability-insurance
premiums for buildings or personnel.

• Brand protection. Security investments, especially in the areas of incident prevention and
crisis response, can help to preserve and protect a brand, the most valuable asset for
many companies. Visible public-private partnerships can help reassure the public that a
location or firm is protected and trustworthy, simultaneously building customer confidence
and convincing potential terrorists that the target is particularly resistant to attack. The
failure to protect a firm’s reputation for safety can have devastating financial
consequences.13 Disney, for instance, “devotes enormous resources to security, investing
in everything from motion sensors and video cameras to fast-acting security teams that
can react at a moment’s notice to a perceived threat. Disney even worked with the federal
government to close permanently the airspace above Disney World.”14 In 1982, Johnson
and Johnson lost $1 billion in market share in just a few weeks, after seven people died
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after ingesting Tylenol laced with cyanide. However, the company’s subsequent reaction
and its very public program to ensure the safety of its products with new triple-seal tamper-
resistant packaging helped to regain its position as a leader in the painkiller market.15

• Market share prevention. With various government and industry initiatives inducing retailers
and manufacturers to require a higher level of security assurance from their suppliers,
verifiable security practices will become obligatory for competing in the secure global
marketplace. Government and large private-sector partners will increasingly demand that
suppliers—and the police—improve their security and business continuity plans in the
event of critical incidents. The inability to guarantee security and continuity may lead
customers to transfer important contracts or business operations to other firms or localities.

Building trust between public and private partners is an ongoing effort. Be careful not to
make companies apathetic or cynical by insisting on expensive precautions to counter vague threats.
You can significantly improve trust by sharing credible intelligence with private-sector partners on a
real-time basis, as it becomes available.

The “All-Hazards” Approach

Making the business case for improved security and cooperation is also facilitated if police
embrace an “all-hazards” approach to public-private partnerships. While terrorist attacks are a remote
contingency for the vast majority of private-sector facilities, “over the course of any five-year period,
there is a 40 percent chance that a Global 1000 company will lose 30 percent or more of its value
within one month because of a crisis.”16

Incidents that disrupt business continuity range from terrorist attacks to workplace violence,
cyber attacks, severe storms, earthquakes, and power failure. Many of these incidents will require a
coordinated response between public and private authorities to prevent, mitigate, and recover from
the crisis.17

You cannot afford to wait for regulation or legal compliance to increase private-sector terrorism
preparedness. Currently, regulations are vague, there are few direct financial incentives to engage in
emergency preparedness, and private-sector companies may have little comprehension of the value
of security enhancement before a critical incident occurs—when it is too late.

Plan for Crisis

Police should be cognizant that some emergencies—manmade or otherwise—will quickly
overwhelm their logistical capabilities to secure the scene and offer aid to injured citizens.18 Private-
sector companies will frequently have assets on hand and available for use that they can loan out in
the event of a crisis, or can rapidly marshal assets (from transportation to medical supplies) that
many local and state agencies could not hope to match (as was demonstrated recently during the
enormous outpouring of private-sector donations of manpower and materials to aid victims of the
South Asian tsunami, and during the earlier response to 9/11).19

Consequently, when planning their response to critical incidents, police may wish to approach
private firms and ask them what assets or materials that they would be willing to make available
during a crisis—from using office space for triage to employing corporate helicopters for
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reconnaissance and recovery. These materials may be invaluable in the first 24 to 48 hours before
federal or state assets can be brought onto the scene. These commitments do not necessarily need
to be formalized. Often, companies are more than willing to donate products or services during a
crisis, and police should simply incorporate these assets into their established critical-incident plans.20

For their own part, police should advocate to their state and federal representatives that
private companies be protected by strong Good Samaritan laws that protect firm employees and
companies from being sued in the event of an emergency. The lack of strong liability protection may
dissuade some companies from offering aid. Police should also be sensitized to inadvertently revealing
proprietary information or intelligence that is provided by private firms, since this will inevitably
make them more leery of sharing information in the future.

Police also have highly valuable skills that they can offer to private-sector firms. Police should
be proactive about offering training and education to private security managers and firm employees
that will help them to evaluate potential threats, implement best security practices, and share
information more effectively with law enforcement officers.

If police focus just on these three key partnership categories—assets, joint training and
planning, and information sharing—there is the potential to leverage enormous force multipliers
that can be pre-positioned to respond to emerging threats, initiate counterterrorism investigations,
and recover from critical incidents.21

Partnerships in Newark

The power of effective partnerships to respond to critical incidents was highlighted in Newark,
New Jersey, by the Newark Police Department and Prudential Insurance, the largest employer in the
city (and one of several terrorist targets identified from seized al-Qaeda intelligence in August 2004),
which have worked hard to build an effective working relationship. In the wake of 9/11, Prudential
employees have trained with the state police, the county sheriff’s department, and the Newark
Police Department on issues ranging from terrorism countersurveillance to emergency management.

They have also planned and exercised regularly on evacuations at all of their Newark facilities
with the Newark Fire Department. Prudential security personnel are active partners with the New
Jersey Office of Emergency Management and assist the state in developing critical infrastructure-
protection procedures at both the county and state levels.

When specific, credible intelligence was relayed to the Newark Police and Prudential
executives by the Joint Terrorism Task Forces (JTTF) from a terrorist laptop seized in Pakistan,
extensive planning and training allowed city agencies and Prudential security personnel to react
quickly and seamlessly without unduly disrupting corporate operations. Today, Prudential regards
the Newark Police Department as an invaluable partner and works closely with the department to
improve its security posture.

The Democratic National Convention

The Democratic National Convention was an excellent example of private-public partnerships
and the effective use of intelligence to prevent and prepare for potential critical incidents. Over a
year of planning between private firms and over 20 public agencies, primarily the Boston Police
Department, made the convention a safe, secure, and successful event. Operational plans for the
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event were shared with city, state, local, and federal agencies, and the police helped design customized
protection of critical infrastructure sites throughout the Boston metro area. Thanks to continuous
communication and planning, each partner involved or affected by the convention understood police
strategies for dealing with specific security issues and worked with the Boston Police Department to
mitigate potential threats.

These collaborative relationships provided both public and private groups with ancillary
benefits well beyond security concerns. Private-sector partners were involved in a constant dialogue
with law enforcement that enabled them to identify and amend certain security mandates that allowed
them to function as normally as possible during the week before the convention, given the security
constraints. This broad outreach (to hotels, the entertainment industry, and financial institutions)
also supplied the police with many new sources of intelligence that they did not have access to
previously. In other words, when police are tasked with events like these, they should consider them
as an opportunity rather than a burden. Police can develop procedures, relationships, and tactics
that they can regularly rely on in the future.

Thanks to extensive efforts to create “buy-in” for the convention security plan, private firms
became effective spokesmen for the law enforcement mission that reinforced the overall security
message, raised public awareness, and alleviated public concerns. After the convention, the
interagency and private-sector relationships built by the Boston Police Department will serve as a
blueprint for future critical-incident response and as a bridge for additional planning and training.

The REBNY ModelThe REBNY ModelThe REBNY ModelThe REBNY ModelThe REBNY Model

In New York City, representatives from the Real Estate Board of New York (REBNY)
meet regularly with the NYPD, the FBI, the Office of Emergency Management, the JTTF,
and the fire department.22 REBNY also has an instant alert system for building managers
that they have placed at the disposal of the NYPD. This system can automatically broadcast
information bulletins to the managers and owners of 300 million square feet of office
buildings and hundreds of thousands of apartment units in New York City. This capability
was also used effectively to enhance security and communications during the recent
Republican National Convention in New York.

REBNY has also worked with the local building-employees union to build the “New
York Safe and Secure Program.” In this program, residential-building service personnel will
receive a four-hour block of training on identifying suspicious behavior, spotting forged
documents, reacting to bomb threats, and the rudiments of how they can help contain
biological and chemical agents. This training will help improve security awareness and
preparedness for nearly 30,000 residential employees and help them act as the “eyes and
ears” of the NYPD.23 Together, private partners like REBNY and the police can use education
and communication to significantly improve counterterrorism awareness, intelligence
collection, and critical-incident response.
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Operation NexusOperation NexusOperation NexusOperation NexusOperation Nexus

The NYPD’s Operation Nexus uses designated police detectives to liaison with and
raise terrorism awareness in private-sector organizations, from car-rental companies to trade
associations to fertilizer manufacturers—both preemptively and in response to credible
intelligence.24

Nexus attempts to identify categories of businesses that are attractive to terrorist
operatives. High at the top of the list are self-storage facilities. Other categories are photo-
processing locations, which may be used by surveillants, and pool-supply stores, which
supply chlorine.

Detectives then go out and talk to businesses. As part of these goodwill or liaison
visits, the officers try to underscore the help that an alert business community can provide.
The detectives often mention, for instance, that it’s “far more likely that the next Mohammad
Atta or terrorist operative will interact with their legitimate business, than that he will with
law enforcement.”

Through its outreach efforts, Nexus recently uncovered an al-Qaeda plan to smuggle
weapons into the city through a “garment-district shipping business.25
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PUTTING IT ALL TOGETHER: THE LAPD MODEL

In Los Angeles, Police Chief William Bratton, former New York City police commissioner and
one of the driving forces behind the implementation of CompStat at the NYPD, is in the process of
installing CompStat at the LAPD to fully integrate criminal and terrorism-related intelligence collection
and sharing. According to the LAPD Plan of Action released in October 2004:

Improved crime-fighting and counterterrorism tools are the LAPD’s top priority for
technology, along with data integration, and CompStat software is the vehicle to
deliver such tools. For the first time in the nation, new CompStat technology will allow
a multijurisdictional CompStat approach to integrate crime information and
counterterrorism-related information collected, analyzed, and used by the LAPD to
reduce crime in the region and to prevent terrorism incidents.26

The LAPD is not only using CompStat to accomplish its crime-reduction and counterterrorism
mission—an all-hazards approach that maximizes the effectiveness of scarce resources—but will also
include a “new automated community policing problem-solving component as a strategic crime
management tool.”27 This will give officers in the field timely access to crime data and automate the
inputting of crime locations, helping beat officers develop their own successful crime-reduction
strategies.28

To improve its ability to identify and protect critical infrastructure, the LAPD has also launched
Operation Archangel, a partnership between the City and County of Los Angeles, the California
Department of Homeland Security, and the U.S. Department of Homeland Security. Archangel is a
proactive program used by the police to identify critical infrastructure locations in Los Angeles and
develop a multi-agency response. Archangel is geared toward facilitating the management of
information and resources for the prevention, deterrence, response, and mitigation of major critical
incidents. Again, at the heart of Archangel is a database-management tool that will “provide an
automated system to assess threats and vulnerabilities to infrastructure, as well as the defenses
available. The system will point out everything a responder would need to know before approaching
a building, utility, or reservoir in an emergency.”29

The LAPD works closely in consultation with the owners and operators of critical infrastructure
sites, who are asked to contribute detailed and up-to-date infrastructure information to Archangel,
including floor plans, HVAC systems, entrances and exits, security centers, and fire-control stations.
Archangel has been held up as a “proving ground for best practices as developed by the LAPD in
conjunction with the Department of Homeland Security.”30

The LAPD has also taken the important step of institutionalizing its counterterrorism efforts
through the creation of the Critical Incident Management Bureau (CIMB), which identifies critical
infrastructure, coordinates security with private-sector partners, and coordinates applications for
Homeland Security grants to fund training, technology, and intelligence-gathering programs at the
LAPD.31 The CIMB has established a forward, proactive counterterrorism posture for the LAPD and
uses its officers to network throughout the public and private sectors in Los Angeles to collect
intelligence and preemptively disrupt potential terrorist attacks.

Finally, the CIMB has not been hesitant to share its knowledge and expertise with private-
sector partners. The CIMB has developed and disseminated al-Qaeda countersurveillance training
not only for selected LAPD personnel but private security officers at critical infrastructure sites. This
training allows police and private security officers to identify terrorists as they conduct surveillance
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on prospective targets. This training has been carefully based on actual training that al-Qaeda target
teams received in the training camps in Afghanistan. This not only improves the effectiveness of
private security officers but also their ability to pass credible intelligence to LAPD officers.

The LAPD, under the leadership of Chief Bratton, is dedicated to building a world-class
counterterrorism capability by building on the proven crime-fighting success of problem-solving
policing, CompStat information technology, and the relentless focus of the department on updating
its knowledge of terrorist methods and planning.

Problem-solving policing is the backbone that allows the LAPD and the CIMB to aggressively
identify and prosecute potential terrorism precursor crimes and maximize the department’s ability to
disrupt and interdict terrorists without compromising its traditional crime-fighting mission. Indeed,
the case can by made that the LAPD’s efforts to meet the challenge posed by terrorism will take the
department’s crime-fighting capabilities to new heights by demanding more cost-effectiveness, more
accountability, and integration of police operations than has ever been the case in the past.
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CONCLUSIONS

In the current security environment, police will have to take the lead in: protecting their
communities through problem-solving policing techniques that proactively identify threats,
vulnerabilities, and risk; allocating resources and training to maximize scarce resources; establishing
partnerships with the private sector that maximize the potential to deter and respond to critical
incidents; and promoting intelligence sharing with other federal, state, local, and private-sector
organizations.

The experiences in Los Angeles and in New York City point a way forward, especially in their
use of the CompStat model. As early as November 2001, students of the dramatic decline in crime
in New York City recognized that the CompStat model utilized by the New York City Police Department
was a ready-made tool for problem-solving policing with intelligence sharing and accountability
mechanisms to direct and augment the city’s counterterrorism resources. In other words, successful
management of counterterrorism information and procedures—from police officers walking the street
to executive officers—cannot succeed without an information-management system like CompStat
at its core.

Fortunately, the tools the NYPD developed to fight street crime—above all, the
intelligence and accountability mechanism known as CompStat—are tailor-made for
combating terrorism.… The only fail-safe defense against terrorism is information,
but it must be made available to those who can best use it. In many cases, that will be
local law enforcement.32

CompStat continually collects timely and accurate intelligence on criminal activity. Individual
precinct commanders are held responsible for their timely reaction to criminal intelligence using
measurable outcomes. CompStat also allows the police department to easily coordinate its activities
and share information with a broad range of other agencies—for instance, the FBI’s Joint Terrorism
Task Forces (JTTF) and various city agencies.

Police can use the CompStat model to address many of the mistakes that the 9/11 Commission
identified as preceding the attacks in New York and Washington: the failure to properly collect and
analyze data to produce usable intelligence, failure to follow up on available intelligence, failure to
bring effective tactics to bear, and lack of relentless follow-up when investigators were in possession
of critical data.

This approach can only succeed with the right IT. The key here is to use effective IT programs
and routine police work as a “trip wire” for terrorists as they plan, conduct surveillance, and commit
“normal” crimes to raise funds for their operations.

The examples that we have covered in this report should give police managers and their
partners a road map for meeting these challenges quickly and effectively. The hard-won lessons of
the past 20 years have given local police the tools and experience to meet the challenges of terrorism
preparedness while enhancing their ability to respond to all hazards and maximizing their crime-
deterrence posture.

The war on crime was won, thanks to the initiative and imagination of our local police forces,
and we can expect that the war on terror will be won because of the confidence that the American
form of government places in accountable and flexible local institutions.
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